MpunoxeHue Ne 1

TEXHUYECKOE 3A0AHUE

Ha npoBeaeHne KomnnekcHoro ayauta uHtpopmMaunmoHHOM 6e30nacHOCTN CUCTEM
AncTtaHuMoHHOro 6aHKOBCKOro obcnyxumBaHma (Pusmyeckux nuy n KKDpuanyeckux nuu)
metogom White Box u Black Box

Maea 1. Llenb npoekTa

OObeKkTMBHAA OUEHKa YPOBHA  3alMLLEHHOCTM CUCTEM  AUCTAHUMOHHOIO  ©aHKOBCKOroO
obenyxusanua (OBO) ana duandecknx (B2C) n opuandeckmux nuy (B2B) nytem petansbHoOro
aHanmsa UCXOOHOro Kofa, apXMTEKTYpPbl U NTOMMKN paboThl NPUNOXKEHUA. BbisiBieHWe KpUTUYECKUX
YyA3BMMOCTEMN, OLeHKa cooTBeTcTBMA TpeboBaHnam HBKP u BbipaboTka pekomeHngauum no
yCcTpaHeHuto gedektoB 6e30nacHOCTM Ha YPOBHE KoAa U MHAPaCTPYKTYpbI.

MnaBa 2. O6nacTtb oueHKU (Scope)

Ayanty nognexat cnegyloLwme KOMNOHEHThI (BKMOYast UCXOAHbIN KOA, KoHdUrypaumm n TeCToBble
cpeabl):

1) OBO dusmdeckmx nuu: MobunbHble npunoxexus (I0S, Android), Be6-6aHKUHT.

2) [ABO KOpuaunyecknx nuy: Beb-knueHT, nHterpaumoHHble winto3bl (API / Host-to-Host).

3) BbakeHg n API: CepsepHas yacTb cuctem [1IBO, MukpocepBUChl, BHELLHWE N BHYTPEHHNE API-
MHTEepencol.

4) CwmexHas nHdpacTpykTypa: Cepsepbl npunoxennn, CYB[l, Beb-cepBepsbl, koHGUrypaumm
cpenctB 3awmntbl (WAF, NGFW).

Mnaea 3. CocTtaB m 3Tanbl paboTt

OT1an 1. AHanus apxXnTekTypbl U KOHUrypaLumn

1) AHanua apxuTeKkTypbl CETU, CXeM MH(OPMALMOHHbIX NOTOKOB M 30H cermeHTauum (DMZ,
BHYTPEHHWUIA KOHTYP, NPOLIECCUHT).

2) Ayaut koHdurypauunm cuctemHoro [10, Beb-cepsepoB, CYB[ wn cpeacts 3awwmTbl
nHdopmaumn.

3) [lNpoBepka NONUTUK pasrpaHNyYeHnst 4OCTyNa, MeEXaHN3MOB ayTEHTMMMKaLMN U aBTOpM3aLImMK
(B T.4. paboTbl ¢ AU, MOA, TokeHamum).

OTan 2. AHanu3 3awuiieHHocTn metogom White Box u Black box

Pabombr npoeodsimcsi ¢ nonHbiM  ripedocmasneHuem MIcrnonHUmerno UcxoOHo20 Koda,
apxumekmypHou dokymeHmauyuu (APl Swagger/OpenAPI, cxembl Bf]) u docmyrniom Kk mecmosbim
y4emHbIM 3arucsim.

Cratnyecknin u guHammyeckm aHanua koga (SAST / DAST / MAST):

1) ABTOMaTM3MPOBAHHbIV M IKCMEPTHBIA (PYHHOWM) aHaNn3 UCXOL4HOro Koga ppoHTeHaa m
OakeHpa.

2) lNouck yA3BUMMOCTEN, CBA3AHHbIX C HEKOPPEKTHOW Banugauuen BXOOHbIX AaHHbIX
(OWASP Top 10, OWASP API Security Top 10).

3) BbisiBNeHve 3awmnTbiX B KOOE YYETHbIX AaHHbIX, KNHOYer LngpoBaHnsa v naponen
(hardcoded secrets).



4) AHanu3 ncnonb3yemblX CTOPOHHUX BMONMOTEK N KOMMOHEHTOB Ha Hanuyne M3BECTHbIX
yassumocTten (SCA — Software Composition Analysis).

AyD,I/IT OU3HEeC-NorMku U MeXaHN3MOB aBToOpuU3aunn Ha ypoBHE Koda:

1) AHanus koga peanusauumn KpUTUYECKUX onepauumn: npoBefeHne nnaTtexeun, nepesoasbl,
N3MeHeHne NMMUTOB, perncTpauus yCTpOUCTB, BbiNyCK/MPUBA3Ka KapT U TOKEHOB.

2) lMpoBepka pasrpaHUYeHnss NpaB AOCTyna B Koge (FOpu3OHTanbHbI M BepTUKaNbHbIN
06xoa nonHomounn — BOLA/IDOR).

3) AHanmM3 MexaHU3MOB KpuUnTorpacmyeckon 3awuTbl: reHepaums CECCUMOHHbLIX KIoYen,
anroputMmbl nognucu Tpansauun (SLIM), Banngauna SSL-cepTudpmkatos (Bkntovaa SSL
Pinning B MOBUNbHBIX NPUNOXEHMAX).

OT1an 3. Ayaut MexaHu3amMoB npotusogencTaus dpogy (Anti-fraud)

1) OueHka yctonumsoctn 5O k aBTOMaTM3MpoOBaHHbIM atakam (bpyTdopc, cnperHr naponen,
CMC-nepexsaT) Ha YPOBHE NTOMUKN NPUNOXKEHUS.

2) lMpoBepka koppekTHOCTM cbBopa w nepepadnm oboraweHHblx daHHbix (Device 1D,
OUHrepnpUHT, reonokauns) u3 KIMEHTCKMUX NPUNOXEHUN B aHTUMPOA-CUCTEMY.

3) TectuposaHue cueHapueB pearmpoBaHmss [OBO Ha OGNOKMPOBKM U MOLO3PUTESNbHbIE
TpaH3aKLmK.

Otan 4. CooTBeTCTBME PErynATOpHbIM TpeboBaHUSAM

1) TMpoeepka cootBeTCcTBMA cuctem 16O TpeboBaHuaM [onoxeHnn 1 HopMaTUBHO-NPaBOBbIX
aktoB HaumoHanoHoro ©6aHka (HBKP) B yactm uHdopmaumoHHon 6e3onacHoCcTn u
ynpasrneHns onepaumoHHbIMU/knbeppuckamm.

Mnaea 4. Tpe6oBaHuAa k UcnonHuTtento

1 Hannuve pgencTeylOWMX NUUEH3UMM Ha npoBedeHne pabot B obnactm WB (cormacHo
3akoHogatenbcTBy KP).

2 [logTBepXOeHHbIN ONbIT NpoBeaeHUs ayamtoB ucxogHoro koga (White Box) n cuctem B0 B
dorHaHCOBOM cekTope (pedepeHc-nuncT).

3 Hanuume y cneumMannucTtoB NPOEKTHON KoMaHAbl NPOMOUIbHBIX MEXAYHAPOAHbLIX cepTudmrKaLmnimn
no aHanuay koga un tectnposanuio (OSCP, OSWE, CASE, CISSP, CISA nnun skBuBaneHTbl).

4  WcnonHuTenb OOSMKEH ABNATLCSA ayaUTOPCKOM OpraHu3aumen, BKAYEHHOW B EAWHbIA
rocydapCTBEHHbIA pPEECTp ayaAuTopoB, ayaOUTOPCKUX oOpraHu3auuMi mn npodpeccrnoHanbHbIX
ayguTopckux obbeguHeHun Kbipreidackon Pecnybnuku, nm COOTBETCTBOBaTb TpeboBaHUAM,
yCTaHOBIEHHbIM HaumoHanbHbiM 6aHkoM Kbiprbiackon PecnyGnvkyM K BHELIHMM ayguTopam
6GaHKoB, B COOTBETCTBUM C NYHKTOM 14 [1onoXeHnss 0 MMHMManbHbIX TpeboBaHMSX K BHELLUHEMY
ayanty GaHKOB W ApYrMX  (PUHAHCOBO-KPEOUTHbIX  OpraHuM3aumnin,  NULEH3UpyeMblX
HaunoHanbHbIM 6aHkoM Kbiprbiackon Pecny6nmku.

MaBa 5. ®opmaT OTYETHOCTU U pe3yribTaTbl
Mo okoH4YaHuM paboT MicnonHuTtens NpegocTaBnseT:
1. OTyeT Anga pykoBoacCTBa:

KpaTKOG onncaHune ypoBHA 3allULLLEHHOCTU, KIto4YeBblX PUCKOB U OM3Hec-nocneacTBMiA Ha A3bIKE
TOon-MeHeKMeHTa.

2. TeXHN4Yeckum oT4eT:



1) [etanbHoe onucaHue Kaxxaon HaeHHOW YS3BUMOCTU C Knaccudumkaumen no wkane CVSS
v3/v4.

2) CcbInikn Ha KOHKpeTHble dpannbl U CTPOKM MCXOAHOMo KoAa, coaepxalune aedekTol.

3) KoHKkpeTHble TexHUYeckue pekomMeHaauuu no ycrtpaHeHuto (Mpumepbl 6e3onacHoro koaa,
natyu, n3MeHeHne KoHUrypauum).

3. NnaH ycTpaHeHnsa HeaoCTaTKOB:

MproputesmnpoBaHHbI Yek-nucT ansa UT- n Ub-komaHa 6aHka.

Mnaea 6. YcnoBus npoBegeHus pabor

1) MpepoctaBneHne [ocTtynos: 3akas3unk 06sA3yeTcs npefocTaBuTb VICNONHUTENO BbIFPY3Ky
NcxXogHoOro koga aktyanbHbix Bepcuin cuctem OBO (unm goctyn B msonuposaHHbli Git-
penosuTopuin), OoKymeHTaumo K API, a Takke pasBepHyTb TecToByl cpefy (Staging),
WOEHTUYHYIO MNPOOYKTMBHOW, C TECTOBbIMM YYETHbIMW 3anucsaMm And BCEX ponen
none3osartenen (PJ1, KOJ1, Byxrantep, AaMmuHuctpaTtop, OnepaunoHncT n gp.).

2) KoHdwmpeHumaneHocTh: lNepenada mcxogHoOro koga M AOKYMEHTauMu ocyllecTBnsdeTcs
cTporo nocne nognucaxuus CornaweHus o koHdmnageHunansHoctn (NDA) no 3awueHHbIM
KaHanam CBA3N.

3) besonacHocTb TecTnpoBaHus: [decTpykTuBHble cueHapum (DoS/DDoS) u3 paMok gaHHOro
T3 UCKNIOYEHBI.

4) Cpok BbinonHeHus pa6oTt: Ao 15.11.2026 ropa.



